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DETAILED ACTION 

1 . Claims 1-27 are pending in this office action. This action is responsive to 
Applicant's application filed on March 1 1 , 2004. 

Information Disclosure Statement 

2. The Applicants' Information Disclosure Statements, filed on March 11, 2004, has 
been received and entered into the record, Since the Information Disclosure Statements 
complies with the provisions of MPEP § 609, the references cited therein have been 
considered by the examiner. See attached forms PTO-1449. 

Claim Objections 

3. Claim 16 is objected to under 37 CFR 1 .75(c) as being in improper form because 
a dependent claim 16 depend on dependent claim 17. See MPEP § 608.01(n). 
Accordingly, the claim 16 not been further treated on the merits. In this case, Examiner 
treats claim 16 depends on claim 15. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent granted 
on an application for patent by another filed in the United States before the invention by the applicant for 
patent, except that an international application filed under the treaty defined in section 351(a) shall have 



Application/Control Number: 1 0/798,91 0 Page 3 

Art Unit: 2163 

the effects for purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 21(2) of such 
treaty in the English language. 

4. Claims 1, 6, 7, 10, 15, 16, 19, 24 and 25 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Cantrill (US Patent No. 6,523,141 B1, hereinafter "Cantrill"). 

As to claims 1, 10 and 19 

Cantrill teaches 

"A computer-implemented method for assisting the detection of critical memory 
leaks in a software program" as one standard method of identifying memory leaks 
involves looking at buckets of memory to identify a bucket which includes an abnormal 
number of allocations (column 2, lines 3-6). 

"monitoring an amount of available memory for the software program" as in one 
embodiment, iterating or walking through the root set may involve first walking through 
all module data, and then walking through all available thread stacks. Alternatively, 
walking through the root set may involve walking through all available thread stacks 
prior to walking through all available buffers (column 9, lines 42-48). 

Cantrill further teaches the amount of memory, both statically allocated memory 
and dynamically allocated memory, available to a computing system or, more 
specifically, processes executing on the computing system, is limited. As such, different 
processes must typically share memory resources. In order for memory to be shared, 
memory is. recycled. In other words, a section of memory which is no longer used by 
one process may be reclaimed and allocated for use by another process (column 1, 
lines 14-21). 
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"determining if the amount of available memory for the software program is less 
than a predetermined amount" as walking through module data sections may involve 
walking through available buffers and available thread stacks such that some buffers 
are walked through before some thread stacks, and vice versa (column 9, lines 48-52). 

Cantrill further teaches the available memory in a computing system is reduced; 
memory leaks generally cause an operating system to operate more slowly. When the 
overall amount of leaked memory is high, memory leaks may eventually result in no 
memory being available for allocations (column 1, lines 57-61). 

"in response to such determination, storing a current stack walkback of each 
object currently referenced by the software program prior to the available memory 
dropping below an amount necessary to store the current stack walkback wherein the 
current stack walkback assists in the detection of a critical memory leak" as a method 
for detecting a section of unreachable memory associated with a computing system 
includes obtaining a stack trace associated with the computing system. The stack trace 
is obtained from an image of an operating system associated with the computing 
system. A call-site that has leaked memory is identified using the stack trace, and data 
structures, e.g., allocator data structures and module data structures, are walked 
through to identify a section of unreachable memory associated with the call-site 
(column 3, lines 26-34). 

Cantrill further teaches once the stack traces are obtained, a determination is 
made as to whether the stack traces indicate that there is at least one existing memory 
leak. If the determination is that there does not appear to be any memory leakage, then 
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the process of executing a command to locate memory leaks is completed (column 5, 
line 66 to column 6, line 4;see also figure 3). 

As to claims 6, 15 and 24 
Cantrill teaches 

"the step of performing the current stack walkbacks for the identified objects" as 
the stack trace is obtained from an image of an operating system associated with the 
computing system. A call-site that has leaked memory is identified using the stack trace, 
and data structures, e.g., allocator data structures and module data structures, are 
walked through to identify a section of unreachable memory associated with the call-site 
(column 3, lines 26-34). 

Cantrill further teaches if it is determined that the obtained pointer is not 
associated with dynamically allocated memory, then process flow returns where a walk 
through the root set to identify pointers continues. That is, process flow returns where 
either a walk continues through the current module data section, if it contains additional 
pointers to be obtained, or a new module data section is walked through (column 7, 
lines 38-44). 

As to claims 7, 16 and 25 
Cantrill teaches 

"the step of generating a statistics report including current stack walkbacks for 
the identified objects" as once the command to locate memory leaks is executed, a 
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report on the memory leaks is obtained. The report on memory leaks may be 
subsequently used to facilitate the fixing of memory leaks. It should be appreciated that, 
in general, the contents and format of a report on memory leaks may be widely varied. 
However, the contents of a report on memory leaks typically identify the call-sites or 
functions, which leaked memory. After the report on memory leaks is obtained, e.g., by 
a user, the process of managing memory leaks is completed (column 5, lines 44-53; see 
also element 304 of figure 3 and element 420 of figure 4A). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been obvious at the time the invention 
was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability 
shall not be negatived by the manner in which the invention was made. 

5. Claims 2-5, 8, 11-14, 17, 20-23 and 26 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Cantrill (US Patent No. 6,523,141 B1) as applied to claim 1 
above, and further in view of Schumacher (US Patent Application No. 2005/0076184 
A1, hereinafter "Schumacher") and Fu (US Patent No. 7,089,460 B2, hereinafter "Fu"). 

As to claims 2,11 and 20 

Cantrill teaches 

"determining if any analysis property of the objects being referenced following a 
garbage collection process exceeds a predetermined limit for such analysis property, 
wherein the predetermined limit for an object's age is an object age limit" as a post- 
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mortem memory leak detection process enables a system crash dump, or a file which 
essentially contains an image of the operating system of a system which has failed, to 
be used to locate memory leaks. By using data sections associated with the kernel as a 
root set, in addition to information contained in the crash dump file, a suitable garbage 
collection algorithm, e.g., a mark and sweep garbage collection process, may be used 
to identify memory leaks (column 4, lines 51-59). 

Although Cantrill teaches the claimed limitations, Cantrill does not explicitly teach 
"monitoring a specified one or more analysis properties of the objects referenced by the 
software program, wherein the one or more specified analysis properties consists of at 
least one of an object's age and an object's instance count". 

Fu teaches the memory usage data is enhanced by reducing the impact of old 
elements included in the memory usage data. Reducing the impact of old elements, in 
one exemplary aspect, comprises filtering old memory usage data elements as one 
technique for enhancing memory usage data. Averaging old memory usage data 
elements with neighbors is one technique for is one form of low pass filtering (column 2, 
lines 58-64). 

Fu further teaches an exemplary cutoff weighting subroutine that simply discards 
old memory usage elements. Memory usage weighting subroutine precedes iteration 
through each usage data element begins. The first step in the loop is decision where a 
determination is made whether the current usage data element is older than a threshold 
time. In exemplary embodiment the threshold time is arbitrary and depends upon the 
nature of the leak to be detected (column 5, lines 59-67). 



Application/Control Number: 10/798,910 Page 8 

Art Unit: 2163 

Cantrill does not explicitly teach, "identifying any objects determined to have one 
or more analysis properties that exceeds that property's predetermined limit". 
Fu teaches 

the invention is directed to detecting memory leaks in computing environments; 
analyzing records of memory usage detect memory leaks by programs, processes, jobs, 
threads and other memory utilizing components (column 1 , line 65 to column 2, line 2). 

Fu further teaches a method of detecting a leak in a computer memory, 
comprising: obtaining memory usage data for a memory using component; computing 
the first derivative of the memory usage data; determining if the area under a curve 
based on said first derivative of the memory usage data is greater than a predetermined 
value (claim 1). 

Cantrill does not explicitly teach, "the predetermined limit for an object's instance 
count is an object instance count growth value". 

Schumacher teaches monitors the allocated memory levels at a predetermined 
frequency, and determines peak allocated memory levels. The invention is further 
configured to determine increases in the peak allocated memory levels. The present 
invention determines that a memory leak exists when it has counted a predetermined 
number of increases in the peak allocated memory level. The predetermined number of 
times is herein sometimes referred to as an Alarm Limit (page 2, paragraph 0018). 

Schumacher further teaches a sampling rate frequency (page 4, paragraph 0052, 
0053; see also elements 38, 40, 42 of figure 5). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, having the teachings of Cantrill, Fu and Schumacher 
before him/her, to modify Cantriirs identifying any objects determined to have one or 
more analysis properties that exceeds that property's predetermined limit because that 
would allow a new and improved method, system and computer readable medium for 
detecting leaks in computer memory as taught by Fu (column 3, lines 5-7). 

As to claims 3, 12 and 21 

Cantrill does not explicitly teach "the step of calculating an object's age by timing 
a current period starting when the respective object was instantiated". 

Fu teaches memory usage weighting subroutine begins and proceeds to looping 
where iteration through each usage data element begins, starting from the oldest 
element. The first in the loop is decision where a determination is made whether the 
current usage data element is older than a threshold time. If the current usage data 
element is older than the threshold time, processing where the impact of the usage data 
elements are reduced by averaging the magnitude of the current data element with its 
neighboring data elements (column 6, lines 20-30). 

Fu further teaches an acceptable method of calculating the area under the curve 
is summing all the values of all of the data elements determined by the first derivative 
calculation (column 7, lines 6-8; see also elements 510, 520 of figure 5). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, having the teachings of Cantrill and Fu before him/her, to 
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modify Cantrill's identifying any objects determined to have one or more analysis 
properties that exceeds that property's predetermined limit because that would provide 
an even more accurate computation of minima points as taught by Fu (column 2, lines 
20-21). 

As to claims 4, 13 and 22 

Cantrill does not explicitly teach "the step of calculating object instance count 
growth as the magnitude of growth of an object's instance count over a given time 
period". 

Schumacher teaches the method calculates an estimated memory leakage rate. 
The method may perform this step by determining the difference between the current 
peak memory level and the initial peak memory level increase after the startup period or 
the second increase since time zero. Note, the first sampled memory level after the 
startup period will indicate an increase over the initial allocated memory when the 
program began (page 4, paragraph 0040). 

Schumacher further teaches the method compares and determines Whether the 
calculated memory leakage rate exceeds the minimum rate for alarm operating 
parameter (page 4, paragraph 0041). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, having the teachings of Cantrill and Schumacher before 
him/her, to modify Cantrill's calculating object instance count growth because that would 
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allow operative to detect memory leaks while the monitored application runs in a normal 
mode, not a special debug mode as taught by Schumacher (page 1 , paragraph 0010). 

As to claims 5, 14 and 23 

Cantrill does not explicitly teach, "the step of monitoring comprises monitoring 
objects within a class designated for monitoring". 

Schumacher teaches the monitoring agent determines allocated memory levels 
of a monitored application at a sampling frequency and determines, when a then-existing 
peak memory level has increased. The monitored application is determined to be 
leaking memory when a determined number of increases in the peak allocated memory 
level are detected (abstract). 

Schumacher also teaches a Simple Network Monitoring Protocol (SNMP) 
interface, as well as other notification mechanisms. Reporting mechanism is configured 
to allow selection of zero or more notifications from the group, to be performed upon 
detection of memory leak in excess of the minimum rate for alarm (paragraph 0033). 

Schumacher further teaches agent monitors a tracked or monitored application to 
determine allocated memory usage. Step may include the substeps of sampling the 
memory level at the frequency determined by SAMPLING_RATE operating parameter 
for each monitored application for which a memory leak has not already been detected 
paragraph 0037; see also element 34 of figure 5). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, having the teachings of Cantrill and Schumacher before 
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him/her, to modify Cantrill's monitoring objects within a class designated because that 
would allow selection of zero or more notifications from the group, to be performed upon 
detection of memory leak in excess of the minimum rate for alarm as taught by 
Schumacher (page 3, paragraph 0033). 

As to claims 8, 17 and 26 

Cantrill does not explicitly teach " the step of generating a web interface for user 
viewing of the statistics report at a computer display". 

Schumacher teaches referring now to the drawings wherein like reference 
numerals are used to identify identical components in the various views, a computer 
having memory leak detection and reporting system. The system includes a monitoring 
agent for monitoring peak allocated memory levels at a predetermined sampling 
frequency (page 1, paragraph 0013; see also elements 16 and 18 of figure 1). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, having the teachings of Cantrill and Schumacher before 
him/her, to modify Cantrill's generating a web interface for user viewing of the statistics 
report because that would allowing an alarm interface to record an alarm/response for 
later retrieval/review as taught by Schumacher (page 3, paragraph 0033). 

6. Claims 9, 18 and 27 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Cantrill (US Patent No. 6,523,141 B1) as applied to claim 1 above, and further in 
view of Cirne et al. (US Patent Application No. 2004/0078540 A1 , hereinafter "Cirne"). 
As to claims 9, 18 and 27 
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Cantrill does not explicitly teach, "the software objects are Java objects". 

Cirne teaches when Java first became popular, many programmers thought that 
they no longer had to worry about memory leaks because with Java the programmer 
simply creates objects and the JVM takes care of removing them when they are no 
longer needed (page 1, paragraph 0012). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, having the teachings of Cantrill and Cirne before him/her, 
to modify Cantrill's the software objects are Java objects because that would allow the 
garbage collector finds objects that are no longer needed by an application and 
removes them when they can no longer be accessed or referenced as taught by Cirne 
(page 1, paragraph 0012). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant' disclosure. 

Satterfield et al. (US Patent No. 5,764,883 A). 

Donnelly (US Patent No. 5,689,707 A). 

Kolawa et al. (US Patent No. 5,842,019 A). 

Foote et al. (US Patent No. 6,167,535 A). 

Pauw et al. (US Patent No. 6,370,684 B1 ). 

Broussard (US Patent Application No. 2005/0204342 A1). 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to James Hwa whose telephone number is 571-270-1285. 
The examiner can normally be reached on 8:00 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Don Wong can be reached on 571-272-1834. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only, 
for more information about the PAIR system, see http://pair-direct.uspto.gov . Should 
you have questions on access to the PAIR system contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



JH 

6/15/2007 




James Hwa 
Examiner 
Art Unit 2163 



~' ,D FRV1S0RY PATENT EXAMINEI 
"-CHNOLO0Y CENTER 2100 




